IVENGERS - Phishing Scam Lesson (to all classes)

Jack is sitting down with his brand-new iPad. Annabel is just off stage as the

voiceover.
Annabel | Here is Jack.
Jack is 10 years old and he absolutely LOVES his new iPad.
He also LOVES playing on Roblox.
Jack I think I'll go on YouTube.
Oh, a new video on my favourite Roblox Channel.
Annabel | While watching his video, an advert pops up.
Jack Ohhhh! Wow! It says here that if I click on this link, I will get
100,000 FREE Robux!
Annabel | This deal seems too good to be true. Should Jack click on the link to
get his FREE Robux?
CLASS VOTE
Let's see what Jack decides.
Jack I am DEFO clicking on that. I needthe Robux for a brand-new avatar.
Click on the link
Oh, it's taken me to another website. What's this all about?
Annabel | (Voice of the internet) To get your FREE Robux, enter your gamer tag
and password. The Robux will then be put in your account!
Jack Cool. This is super easy to do.
Annabel | The new website wants Jack’s gaming details. Should he enter these
to get his FREE Robux?
CLASS VOTE
Let's see what Jack decides.
Jack I better enter those details.
Here is my gamer tag.
And, here is my super secret password.
Click
Done it! I better log in to Robux to get spending my reward!
Mess with the iPad and then look sad.
Jack Oh no. My rewards haven't appeared. And LOOK — all my other
Robux have been spent too! Someone has been in my account!
Annabel | Jack has just been a victim of a phishing scam.
A phishing scam is when someone contacts loads of people to try and
trick them. They hope that some of them fall for it and share some of
their personal details.
Jack fell for the trick.
Jack What information did I share that I really shouldn’t have shared?
Username and Password.




Annabel | What else did Jack get wrong?
He clicked on the link for the FREE Robux.

Remember, if something sounds too good to be true — it very probably

is.
BOTH OUR IVENGER TOP TIPS:
Jack Never click on links in adverts.

Annabel | Always check with an adult before sharing any personal information
and never share your passwords.

Class 1 and 2:
Annabel:

We are going to do this again for you. When we get to the votes, be sure to choose
the right option!

Class 3 and 4:
Jack:

Now you have watched our sketch, demonstrate your understanding by answering
these questions. SEE WORKSHEET ON NEXT PAGE.



Phishing Scam Lesson — Questions for Class 3 and 4

What is a phishing scam?

What information was the phishing scam trying to get from Jack?
Tick the right option:

His name and address

His email address

His bank details

His gamer tag and password

His name and his password

Why do you think Jack fell for the trick and clicked on the link?

What two mistakes did Jack make in the sketch?

1)

2)

What is the main lesson you can learn from this sketch?
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